How To...

Get Going with PKZIP® and SecureZIP™

—

Configure a PKI Using Microsoft® Windows
Server™ 2003

f you do not already have a public key infrastructure (PKI) in place within

your organization and you would like to take advantage of the SecureZIP
features that use digital certificates, here’s how to configure the tools for
creating a PKI that Microsoft includes with Windows Server 2003.

A public key infrastructure is a system to support issuing, using, and managing
digital certificates that use public key cryptography to validate and secure
electronic transactions.

With a PKI in place, SecureZIP can use digital certificates to strongly encrypt,
digitally sign, and authenticate files. You can even attach the files to Microsoft
Outlook® email messages directly from SecureZIP.

To make full use of SecureZIP’s certificate-based security features with
Windows Server 2003, you must first deploy Microsoft Active Directory® or
another LDAP-compliant directory service to provide accessible locations for
storing certificates, and you must install Certificate Services. Certificate
Services enables you to set up an enterprise certification authority from which
to request certificates. Certificate Services also helps you manage certificates.

Note: To access certificates stored in Active Directory, SecureZIP requires
the Directory Integration module, a separately licensed add-on to
SecureZIP.

SecureZIP uses certificates stored on an Active Directory server only for
encrypting. SecureZIP does not use certificates in a directory to digitally
sign files or to authenticate digital signatures.

This brief guide describes how to install Active Directory and Certificate
Services on Windows Server 2003, Enterprise Edition, and how to use
Certificate Services to set up your own certification authority (CA). Once you
have the CA set up, you can begin making certificate requests.

This guide assumes that you have the IIS Web server installed. You must have
IIS installed to use the Web enrollment features of Microsoft Certificate
Services.

PKWARE, the PKWARE Logo, and PKZIP are registered trademarks of PKWARE, Inc. SecureZIP is a trademark of PKWARE, Inc.
Trademarks of other companies mentioned appear for identification purposes only and are the property of the respective companies.
1.7/12/05
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For more comprehensive information about Active Directory and Certificate
Services, see the top-level topics “Active Directory” and “Security” on the
Microsoft Windows Server 2003 TechCenter Web site:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/S
erverHelp/2e0186ba-1a09-42b5-81c8-3ecca4ddde5Se.mspx



http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/2e0186ba-1a09-42b5-81c8-3ecca4ddde5e.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/2e0186ba-1a09-42b5-81c8-3ecca4ddde5e.mspx
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Install Microsoft Active Directory

The following steps describe how to install Active Directory on Windows
Server 2003, Enterprise Edition. Active Directory provides a place to keep the
public key portion of a certificate where it can be accessed for asymmetric
encryption. Your personal certificate(s) with their private keys are installed on
your own machine.

The steps below describe how to install Active Directory in a new domain.

1. Log in to the Windows 2003 server that you want to make the domain
controller for a new domain.

2. Open the Active Directory Installation wizard: From the Start menu,
select Run. Type: dcpromo. Click OK.

Active Directory Installation Wizard x|

Domain Controller Typpe /
Specify the role you want this server to have.

Do you want this server to become a domain controller for a newe domain or an
additional domain cortroller for an existing domain?

¢ Domain controller for & new domairs

Select this option to create a new child domain, new domain tree, o new forest.
This server will become the first domain controller in the new domain.

" additional domain contraller for an existing domain
& Froceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exparted befare
cohtinuing.

Al encrypted data, such az EFS-enciypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

3. Select the option Domain controller for a new domain, as shown above,
and choose Next.
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A dialog opens in which to select a type of domain.

Active Directory Installation Wizard |

Create New Domain /
Select which type of damain to create.

Create a new:

Select this optior if this iz the first domain in pour organization or if you want the new
domain to be completely independent of your curent Forest.

" Child domain in an existing domain tree

If pou want the new domain to be a child of an existing domain, zelect this option.
Fuor exanple, you could create a hew domain named

headquarters. example.microzoft. com as a child domain of the damain
example.microzoft com.

" Domain tree in an existing forest

If pou don't want the new domain ta be a child of an existing dormain, select this
optian. Thiz will create a new domain tree that is separate from any existing trees.

< Back I Mext » I Cancel |

4. Select Domain in a new forest, as shown above, and choose Next. This
opens a dialog in which to specify a name for the new domain.

Active Directory Installation Wizard x|

Mew Domain Mame /
Specify a name far the new domain.

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

Full DMS name far new domain:

abecom

< Back I Mest » I Cancel |

5. Enter a name for the domain. Microsoft recommends using . local or
-dom for internal domains, but you may use any domain name you
like. Choose Next.
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A dialog opens in which to specify a NetBIOS name for the domain.

Active Directory Installation Wizard x|

MetBIOS Domain Hame ¢
Specify a MetBI0S name for the new domain.

Thig ig the: name that uzers of earlier versions of Windows will uze to identify the new
domain. Click Mexst to accept the name shown, or type a new name.

Domain MetBIOS namme: IABd

< Back I Mest » I Cancel |

6. Accept the proposed NetBIOS name or enter a different one and
choose Next.

A dialog opens in which to specify folder locations for the Active
Directory database and log files.

Active Directory Installation Wizard x|

Databage and Log Folders y
Specify the folders to contain the Active Directory databasze and log files.

For best perfformance and recoverability, stare the database and the log on separate
hard digks.

Wwhere do you want ta store the Active Directory database?

Databasze folder
Itz\WINDDWS\NTDS Browse...

Log folder:
IE:\WINDDWS\NTDS Browse...

‘wihere do you want to store the Active Directory log?

< Back I Mest » I Cancel
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7. Select locations for the Active Directory database and log file. Choose
Next to open a dialog in which to specify a folder to be shared as the
system volume.

Active Directory Installation Wizard x|

Shared Spstem Yolume y
Specify the folder to be ghared as the system volume.

The S%'SWOL folder stores the server's copy of the domain's public files. The contents
of the Sv'SYOL falder are replicated to all domain contrallers in the domain.

The SSWOL folder must be located on an NTFS volume.
Enter a location for the SYSWOL folder.

Folder location:

ID\WINDDWS\SYSVDL Browse... |

< Back I Mext » I Cancel |

8. Specify a location for the shared system volume and choose Next.

The following dialog appears if DNS is not already installed on the
local computer.

Active Directory Installation Wizard x|
DMNS Registration Diagnostics /
Werifp DNS support, or inztall NS on this computer.

Diagnoztic Results a

The registration diagnostic has been wn 1 time.

The wizard encountered an erar while tiving to determing if the DMS server with
which thiz domain controller will register supports dynamic updates.

For mare information, including steps to comect this problem, see Help.

Details
The primary DMS zerver tested was: dnsl.cpomsft net (207 46.138.20] LI

| have comected the problem. Perform the DM S diagnostic test again.

o Install and configure the DN server an thiz camputer, and set thiz camputer to use
this. M. semerasits. piefened NS, serer

| will comect the problem later by configuing DNS manually. [Advanced)

< Back I Mext » I Cancel |

To install DNS, select Install and configure the DNS server..., as shown in
the screenshot above, and choose Next.
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A dialog opens in which to specify the type of permissions you want
Active Directory to use.

Active Directory Installation Wizard x|

Permissions ¢
Select default parmissions for uzer and group objects.

Some server programs, such as Windows NT Remaote Access Service, read information
shored on domain contrallers.

' Permigsions compatible with prewindows 2000 server operating systems

Select this option if pou run server programs on prewindows 2000 server operating
syztems or on Windows 2000 or Windows Server 2003 operating systems that are
members of prewWindows 2000 domains.

& Anonpmouz users can read information on thiz domain.

% Pemmizsions compatible only vith ‘Windows 2000 orWindows Server 2003
‘operating systems :
Select this optior if wou run gerver programs ohly on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domainz. Only
authenticated ugers can read information on this domain.

< Back I Mext » I Cancel |

9. Select whether to install Active Directory to use permissions
compatible with pre-Windows 2000 operating systems (mixed mode)
or permissions compatible only with Windows 2000 or Windows
Server 2003 operating systems (native mode).

Mixed mode supports pre-Windows 2000 domain controllers; native
mode does not. Native mode is preferable if you do not need to
support programs running on pre-Windows 2000 operating systems.

Choose Next to display a summary of your settings.

Active Directory Installation Wizard x|

Summary y
Feview and confimm the options pou selected.

‘Y'ou choze to:

Configure this server as the first domain contraller in a new forest of domain trees. & |
The new domain name is abc.com. This is alzo the name of the new forest.

The MetBIOS name of the domain iz ABC

[ atabaze folder: C:WWINDOWSANTDS

Log file folder: C:AINDOWSYNTDS

S SWVOL folder: CAWINDOWSASYSVOL

The DNS service will be installed and configured on this computer. This computer |
will be configured to use this DMS zerver az itz preferred DMS server.

To change an option, click Back. To begin the operation, click Mext.

< Back I Mext » I Cancel |
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10. Choose Next to install Active Directory.

After Active Directory is installed, you are prompted to reboot. You can then
log in to the domain. At this point, you can configure workstations to join and
log in to the domain.

For clients to find the new domain, you must update any lookup zones on
your internal DNS servers to point to the new domain controller.
Alternatively, you may point clients to the new domain controller for DNS.
If clients require Internet name resolution, you will need to configure this
on the forwarder’s tab on the new domain controller’s internal DNS server.

For more information about working with a DNS server, see the topic, “DNS
server role: Configuring a DNS server,” on the Microsoft Windows Server
2003 TechCenter Web site:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/S
erverHelp/4elc7b17-16ab-4e7d-a333-15befb15c82e.mspx

Install Certificate Services as an Enterprise Root Certification

Authority

The following steps describe how to install Certificate Services on Windows
Server 2003, Enterprise Edition, and how to set up an enterprise root
certification authority. Certificate Services enables you to request and manage
certificates.

These steps assume that Active Directory is already deployed.

1. Login to a domain controller or member server with an account that is
a member of both the Enterprise Admins group and the Domain
Admins group.

Note: If your organization has, or has ever had, any Windows 2000
Certificate Authorities, you must install the new Windows 2003 certificate
templates before proceeding. See “Install new templates and upgrade
existing templates” on the Microsoft Windows Server 2003 TechCenter Web
site:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library
/ServerHelp/9944aee5-cd81-4f4a-8e4c-109e913a0d79.mspx

2. Open the Add/Remove Programs application in the Control Panel.



http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/4e1c7b17-16ab-4e7d-a333-15befb15c82e.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/4e1c7b17-16ab-4e7d-a333-15befb15c82e.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/9944aee5-cd81-4f4a-8e4c-109e913a0d79.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/9944aee5-cd81-4f4a-8e4c-109e913a0d79.mspx
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3.
4.

Select Add/Remove Windows Components.

In the Windows Components wizard, highlight Certificate Services and
choose Details. Select both the Certificate Services CA and Web
Enrollment Support. Choose OK.

Windows Components Wizard [1_
Windows Components

o ean add of semave companents of Windows.

Ta ackd ar remowe a comporent, click the checkbor A shaded boe mears that anky
Eﬁlhmnﬂhhﬂd&d T see what's inchided in a component. clck

Campanents:
M oot Serices
B aﬁp#imllm — Certificate Services | ﬁI

T add at iemove & comporanl, chck the check b A shadad bos mears 1hat anky pant
[ ™) Emai Sorvices al Ihe comporent vall be installed. To see what's included in & companerd, chek Delals.

[] i34 F o Services Subgomponents of Cetiiicate Services
Description: Installs & coilfi [ [~ Certlicale Services Ci n2ve B
public key sec B Cantilicale Servicss: web Ervodmert Suppot 1.2HE
Talel dick spsce requrad:
Space avaisble on dik:
zl

Demcripticer: Sets up a O that ksues and manages dgial cetificates.

Taolal dik space requined: 2.9 M8 Detale.. I
Space avalabla on dek: Z2%66.5 ME

ok | Cancel |

A dialog appears with a note cautioning that the local machine name
and domain membership will be bound to the CA information.

Microsoft Certificate Services . ﬂ

After instaling Certificate Services, the machire name and domain membership may nob be changed dus bo the binding of the maching
niame ta CA irformetion stored in the dctive Dirscbory, Changing the machins name or domein membership would ineaidate the
certficates msusd from the CA, Plesse ensure the proper machine name ard doman membarship are configured before instaling
Cestificate Services, Do you want to conkinue?

AN

10
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5. Choose Yes. A dialog opens in which to select the type of certification
authority to set up.

Windows Components Wizard

C& Type
Siabect e bppes ol CAy pou waanl bo st up.

" Ertesprize: subcedinaie T4
" Stand-slne raal C&
™ Stand-alane subcedingte T4

1~ Dscription of CA, bype
The moat nsted CA in an enterpeize, Should be installed before ary othes CA

™ U cwstom seling: Lo ganerste ke key pai and G cailiicals

<Back [ Mew» Concel | el

6. Select Enterprise Root CA.

Installing an enterprise root CA allows all computers that are members
of the target domain to automatically trust the CA.

If you know how to configure a CA, you can alternatively select a
stand-alone root or subordinate CA. SecureZIP works with either of
these as well.

11
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Choose Next to open a dialog in which to define the CA.

Wimdows Components Wizard |

CA Identifping Information
Enter infomnation b iderify this Ca.

Lownrnon name for this G
[#BE Cop T4
Listivguished name sl
|-I:ll:=ahc_DE=q:um

Freviev of detinguished name:
CH=ABC Corp CA DC=sbo DC=com

Walidhly periad: Eupitalion debe:
[ [res= =] S/17/2010 11:22 AW
< Back Hess Concel | Hep |

7. Specify a name and validity period for the CA. Choose Next.

A dialog opens in which to enter locations for the certificate database
and log.

Windows Components Wizard |

Certilicate Database Settings

Enler locatiore lor the cesthicale dalshase, dalsbase log, and conliguration
wlioemation

Cedfificate database g

[~ Stoes cordigueation nfaimation in a shared foldee
Shmed fiolder
[ Bomse

Elﬂﬂm I
IE:'-.MNEID"-»'S'-:S}RSIWSQ‘.ENILD: Browze. |
e

I™ | Prawerve eaisling ceilificale database

< Back Dt > Concel | Help |

8. Specify the locations for the certificate database, database log, and the
shared folder (defaults are acceptable). Choose: Next.

If IIS is running, a prompt informs that it needs to be restarted. Choose
OK.

12
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Setup now completes. You may be required to insert your Windows
2003 Server installation media or to point the installer to a . cab file on

the network.

Windows Components Wizard |

Conhiguing Components
Satup iz making the corfiguration changes pou leguasted

= Flaass wal while Sebhup cordoures the components. Thiz may take
. several mirules, depending on the components selectad.

Stahus; Copying fles...
|

13
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Reqguest and Install User Certificates

Now that Certificate Services is installed and ready to use, users can request
certificates from the enterprise certification authority (CA) set up in the
preceding steps.

Users can request certificates in two ways:

e Using the CA’s Web enrollment form

e Using the Certificate Management console

Both methods install the requested certificates private key into the logged-in
user’s personal store. If the CA has been configured as an enterprise CA, the
CA automatically publishes keys into Active Directory.

Both methods install the requested certificate with its private key on the local
Windows computer and publish the certificate’s public key to Active
Directory.

Use the Web Enrollment Form

Users can enroll for personal certificates through the Certificate Services Web
enrollment form located at the URL:

http://servername/CertSrv

where servername is the name of the Web server running Windows Server
2003 where the CA you want to access is located.

The following steps show a straightforward way to request a user certificate
through Web enrollment. As the accompanying screens indicate, the process
can be customized in various ways.

For detailed instructions on requesting certificates over the Web, see the topic,
“Submit a user certificate request via the Web to a Windows Server 2003 CA,”
on the Microsoft Windows Server 2003 TechCenter Web site, here:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/S
erverHelp/b105bc5d-db4a-4570-90f1-873819d3a5cf.mspx

14
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The TechCenter Web site also contains a wealth of information on
administering a CA and on managing certificates.

To use Web enrollment to request a user certificate:
1. Inyour Internet Explorer browser, navigate to the URL of the Web
form for the CA from which you want to request a user certificate. For
example, for a CA located on Web server abc-corp-ca, navigate to:

http://abc-corp-ca/certsrv/

a Microsoft Certificate Services - Microsoft Internet Explorer

=] 3]
Eile Edit wew Favorites Tools Help

| &

Qe - Q- %] 2] ._h|;)saarch 517 Favaries @‘ Je ; w - S

Address | hitpsflabe-corp-cafcertsrv

j Gu |L\nks »
El

Microsoft Certific:

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt messages,
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For mare information about Certificate Services, see Certificate Services Documentation.

Select atask:
Reguest a certificate
Yiew the status of a pending certificate request
Download a CA certificate. cerificate chain, or CRL

o
&5 R

2. On the Welcome screen shown above, choose the link, Request a
certificate, to open the page shown below.

a Microsoft Certificate Services - Microsoft Internet Explorer

=10lx|
Fle Edit Wiew Favortes Took Help

‘.,l‘:
Om-©-19 20 Pk

Address I

/'_15ear:h S;E(Favurites &)
hitpi ] abe-corp-cafeertsrycertrqus.asp

j Gu |L\nks »

Microsoft Certific:

Request a Certificate

Select the certificate type
User Certificate

Or, submit an advanced certificate request

|
€| hitkp:fimsFt pkencrypt,comjcertsry/certrgad, asp | ,_ ’_,_ ’_ & Internet 4

15
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3. Choose the link, User Certificate, to open the page shown below.

a Microsoft Certificate Services - Microsoft Internet Explorer

-0 x|
File Edit Wew Favorites Toolks Help

| &
O -0 3D EDCERE L)

Address |

;) search ‘i}(Favnrltes @

http:/abc-corp-cafertsrvicertrabi. aspitype=0

B> |Lmks B
=

User Certificate - Identifying Information

Mo further identifying information is required. To complete your certificate, press submit

ore Options =>

/|
[ pone [T pmene

Choose the Submit button to submit your request. The following
message displays.

Potential Scripting Yiolation

|

] This Web site is requesting a new certificate on vour behalf, You should allow only trusted Web sites to request a certificate For you,
e Do you wank ko request a certificate now?

1 |

Choose Yes to complete your request. The following confirmation
screen displays.

a Microsoft Certificate Services - Microsoft Internet Explorer

-0 x|
File Edit Wew Favorites Toolks Help

O -0 130 ENE WL

Address |

;) search ﬂ(Favnntes @

http:/abc-corp-cafertsrvjcertfnsh.asp

B> |Lmks B
=

Microsoff Certific:

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

/|
[ pone [T pmene

16
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6. Choose Install this certificate to install the certificate with its private key
on the local machine and to publish the public key to Active Directory
where it can be accessed by other users.

Use the Certificate Management Console

As an alternative to requesting a certificate through a CA’s Web enrollment
form, as described above, users can use the Certificate Management console to
request a certificate from an enterprise root CA. The Certificate Management
console is a Microsoft Management Console (MMC) snap-in that is included
with NT 5.0 and later versions of Windows. It uses LDAP to query PKI
information from a local domain controller.

1. Open the Certificate Management console (certmgr): From the Start
menu, choose Run.... Enter certmgr .msc, as shown below, and
choose OK.

Run 2|

_ Type the name of a program, folder, document, ar
Interret resource, and Windows will open it for wou.

[~

oK I Cancel | Browse, .. |

17
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2. Run the Certificate Request wizard: In the certmgr console, expand the
Personal folder in the console tree (lefthand pane). Right click the
Certificates folder to open the context menu. Choose All Tasks |
Request New Certificate..., as shown below.

';m certmgr - [Certificates - Current User,Personal',Certificates] = il

File Action View Help

= |am e BB @

@ Certificates - Current User Issued To  / | Issued B | Expiration Dal
=[] Personal
f a There are no ikems ko show in this view,
(0 Erterprise T Yiew ol (O |
[ ntermediate—————|es

(L3 Active Direct Refresh
(7 Trusted Publ  Export List...
(23 Untrusted o Heln
(220 Third-Party Fromeeararremmorrresdotities
(2 Trusted People
-] Certificate Enrolment Requests

4| | i

|Request a new certificate from a certification authority (CAY in your domain | |

3. In the Certificate Request wizard, select the type of certificate you
want to request: Select User, as shown below, and choose Next.

Certificate Request Wizard [ x|

Certificate Types

A certificate bvpe contains preset properties For certificates.

Select a certificate bype for your request, You can access only certificate types thak
you have permissions for and that are available from a trusted CA,

Certificate types:
Basic EFS

Ta select a cryptographic service provider and a CA, select Advanced.

[~ advanced

< Back I Mext = I Cancel
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4. As shown below, enter a friendly name and description that will help
you identify the certificate. Choose Next.

Certificate Request Wizard

Certificate Friendly Name and Description

‘¥ou can provide a name and description that help you quickly identify a specific
certificate.

Twpe a friendly name and description For the new certificate.

Friendly name:

Test User

Descripbion:

Quality Assurance Technician|

< Back I Mext = I Cancel |

5. In the final wizard screen, review your settings. If they are okay,
choose Finish to complete the wizard.

Certificate Request Wizard

Completing the Certificate
Request Wizard

ou have successfully completed the Certificate
Request wizard,

You have specified the Following settings:
Friendly Name Test User
Account Mame Test_User
Computer Mame ABCCORP
Certificate Template User

= Back I Finish I Cancel
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6. Check in the Certificate Management console to confirm that your
certificate has been issued and installed in your personal certificate
store.

Ii'm certmgr - [Certificates - Current User',Personal’Certificates]

File Action Wiew Help
e BN

&) Certificates - Current User IssuedTo ¢ | IssuedBy | Expiration Date | Intended Purposes | Friendly Mame | Status | Certificate Template |
=[] Persanal EdTest user ITLAB 4/27/2006 Encrypting File Syst...  Test User User

{4 Certificates
(¢ Trusted Root Certification Authorities
(23 Enterprise Trust
(21 nkermediate Certification Authorities
(L] Active Direckory User Object
(22 Trusted Publishers
(23 Untrusted Certificates
(21 Third-Party Root Certification Authorities
(21 Trusted People

Personal store contains 1 certificate.

20
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Configure SecureZIP for Windows To Access
Your Certificates

To configure SecureZIP for Windows to use certificates for
encryption/decryption and for working with digital signatures, you must do
these things in SecureZIP:

e Add the Active Directory certificate store(s) to the list of stores that
SecureZIP checks for certificates

e Have each user designate a default certificate to use when he does
certificate-based encryption

e Turn on encryption or signing in SecureZIP to have SecureZIP encrypt
or sign files

Point SecureZIP to Active Directory Certificate Stores

For SecureZIP for Windows to access your Active Directory certificates to
encrypt for the certificates” owners, you must tell SecureZIP where the
certificates are.

To do this, open SecureZIP and do the following;:

1. In the Tools menu, select Options... to open the SecureZIP Options
dialog.

2. Select the Security category.

3. Select the Certificate Stores tab to see a list of certificate stores
SecureZIP can search..

The Certificate Stores list contains an item for every certificate store
SecureZIP knows about. A store is labeled either Local or LDAP in the
Type column, depending on whether the store is on your local system
or on an LDAP-compliant directory server such as Active Directory.
LDAP is a protocol used by Active Directory and other directory
servers.
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4.

5.

Choose the Add... button to open a new LDAP Properties page.

LDAP Properties

General

Mame: | |

Server: | |

Fort:

Base:

|
User: | |
|

Password:

|_ oK J[ Cancel ]

In the LDAP Properties dialog, fill in the fields with the information
SecureZIP needs to access the directory. When done, choose OK to
return to the Certificate Stores tab.

The fields in the LDAP Properties dialog are described in the following
table. The fields marked Optional may be left blank unless they are
required to access the server. Only the Name and Base fields are
required.
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Field

Description

Name

A label to identify the server in the Certificate Stores list. For
example: Gamma

Server

(Optional) The TCP/IP address of the LDAP server or a name
that resolves to such an address. For example: 192.172.0.1

Port

(Optional) The TCP/IP port to use. Port 389 is customary and is
entered as the default.

Base

The name of the entry that SecureZIP should use as the base or
root of the LDAP search for certificates, analogous to a root
folder or directory in a file system. For example:
ch=users,dc=xyz,dc=com

The query string format for the LDAP base can vary between
LDAP implementations. For example, a server may expect query
strings in the Internet domain-style format used by default by
Microsoft Active Directory (for example,
ch=users,dc=xyz,dc=com), or it may expect them in X.500
naming format (for example, o=xyz, c=US). Check with your
LDAP or network administrator for the query string to use.

User

(Optional) The user account with which to log in if the LDAP
server requires a login

Password

(Optional) The password associated with the user account

On the Certificates Stores tab, choose OK or Apply... to save the new
certificate store for SecureZIP to use.

Specify Default Certificates in SecureZIP

Users may have one or more personal certificates that they use to sign files or
to ensure that they can decrypt files that they encrypt for others. If a user has
only one certificate, SecureZIP automatically uses that certificate. If a user has
more than one, the user can tell SecureZIP which certificate to use by default.

To specify a default certificate to use when encrypting for yourself:

1.

In SecureZIP, in the Tools menu, select Options... to open the
SecureZIP Options dialog.

Select the Security category.

Select the Encryption tab.
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4. In the Method dropdown, select one of the two Recipient list options to
enable the list of personal certificates.

In the list, a valid certificate displays with a green check mark; an
invalid certificate shows a red “X”.

5. Select a certificate to use by default.
If you have only one, it is used automatically.
To specify a default certificate to use when signing:
1. In SecureZIP, in the Tools menu, select Options... to open the
SecureZIP Options dialog.
2. Select the Security category.
3. Select the Authentication tab.

4. Select a certificate to use by default from the list of your personal
certificates.

If you have only one certificate, it is used automatically. A valid
certificate displays with a green check mark; an invalid certificate
shows a red “X”.

Turn On Encryption and/or Signing in SecureZIP

To use certificates to encrypt or sign files in SecureZIP, those functions must
be turned on. SecureZIP then routinely encrypts and/or signs files until you
turn the functions off.

By default, encryption is turned on and signing is turned off.
To turn on certificate-based encryption:

1. On the Encryption tab of Security Options, in the Method dropdown
list, select one of the following:
0 Strong: Recipient List

0 Strong: Recipient List or Password

2. Check the box Encrypt files.

See the SecureZIP help for other, more direct ways to turn on encryption.
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To turn on signing, choose Sign Files on/off from the Actions menu. Again,
there are other, more direct ways.

SecureZIP is now set up to do certificate-based encryption and apply digital
signatures.
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